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What is GDPR and how will it affect Kallidus 

customers? 

On 25th May 2018, the EU’s General Data Protection Regulation (GDPR) will come into force. 

 

The aim of the GDPR is to strengthen data protection for EU citizens and residents, to give 

them greater control of their personal data and to simplify the regulatory environment. The 

GDPR will also apply to countries outside the EU who have customers within the EU. These 

rules will bring the UK’s data protection legislation into the modern world in which data is 

being used. 

 

Whilst Europe’s new data laws will give people more control over how their personal data is 

being used, it will subsequently have a profound impact on HR and L&D departments. This is 

because personal data and sensitive data are covered by the GDPR; it will affect internal 

recruiting, data storage and talent management, amongst other business processes. 

Could I be penalised? 

HR and L&D departments handle personal and sensitive data daily; with work history, 

salaries, ethnicities, appraisals and learning records available, organisations will need to 

comply with the new obligation thoroughly. 

 

Any data breach which poses a risk to the rights and freedoms of individuals must be 

reported within 72 hours; failure to do so could result in a penalty of up to 2% of your 

annual worldwide revenue or €10 million – whichever is the higher amount. 

 

However, if you disregard the basic principles for processing data, your fines could be even 

higher. Fines are enforceable if: 

 

▪ You fail to gain consent from candidates or employees to process their data; or 

▪ You do not provide candidates or employees with the option to amend their data 

 

If HR and L&D departments fail to comply, the data authority can issue penalties of €20 

million or 4% of your global annual turnover – whichever is greater. 

 

We know that our customers use our products to manage their business-critical processes 

and store personal data about their employees. Businesses are preparing to ensure they are 

GDPR compliant ahead of the May deadline. 

 

The aim of this document is to provide more information about how to prove GDPR 

compliance when using any products from the Kallidus product suite.                                                
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Responsibilities for Kallidus and our customers 

As an organisation that provides software services to its customers, Kallidus is committed to 

ensuring that its products allow strategies to be put in place for GDPR compliance. 

 

In order to understand how Kallidus can support its customers in achieving GDPR 

compliance, it is necessary to firstly understand the three types of data: data subjects, 

controllers and processors. This is important as it defines the responsibilities of Kallidus and 

our customers. 

 

● A data subject is the individual whom particular personal data is about. Put another 

way, the data subject may contain variables made up of personal data. These 

variables may include data such as name and address, or sensitive variables like 

sexual orientation or political beliefs.  

 

Typically for Kallidus products, data subjects will be the employees and contractors 

employed by our customers about whom data is stored in Kallidus, and data held will 

be information such as name, email, job title as well as potentially other HR 

information such as department, location, etc. 

 

● A data controller is the person or organisation that is controlling the personal data. 

They determine how personal data is captured, stored and processed.  

  

An organisation using Kallidus products such as Learn will be a data controller. The 

organisation is using Kallidus to capture, store and process data about employees. As 

a data controller you need to ensure that you have a lawful basis for processing 

personal data.  

 

GDPR states the data controllers need to have a lawful basis for storing personal 

data. We believe that under GDPR, our clients can establish a lawful basis for 

processing data under the ‘Legitimate Interests’ basis. This states that:  

 

‘This is likely to be most appropriate where you use people’s data in ways they 

would reasonably expect, and which have a minimal privacy impact, or where there 

is a compelling justification for the processing.’ 

 

When using a Kallidus product to manage processes such as training records, staff 

reviews or job applications, it would be reasonable to store this type of data. As 

such, this is the lawful basis we recommend that our clients adopt when using our 

products.  

  

● A data processor is an organisation or entity which stores or processes data on behalf 

of a data controller. 

  

For our customers, Kallidus is a data processor as Kallidus is storing the data for our 

customers (data controllers) and performing actions such as sending emails on behalf 
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of our customers. For example, Kallidus will send an automatic email to an 

employee of one of our customers to confirm a space on a training courses. Kallidus 

(the data processor) is sending to the email to an employee (data subject) on behalf 

of one of customers (data controller). 

 

The controller remains ultimately responsible for the data and for the actions of the 

processor. However, Kallidus, as a data processor, takes full responsibility and 

provides adequate guarantees that we will abide by GDPR/DPA and take full 

responsibility for any breach or neglect on the part of the processor. 

 

For new Kallidus customers we will be adding a clause to our standard contract 

around GDPR compliance. For existing customers of Kallidus, Kallidus will either sign 

a customers’ contract amendment to state that we comply with GDPR or ask you to 

sign an agreement at your next contract renewal to say that you are happy with 

Kallidus processes concerning GDPR. 

 

As a data processor, Kallidus documents all personal data and applicable information 

on behalf of its customers under Article 30(2) of the GDPR. 
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GDPR Principles 

Under the GDPR, the data protection principles set out the main responsibilities for 

organisations. It is worth recapping these as they are key principles that organisations need 

to abide by when handling personal data. 

 

1. Lawful, fair and transparent 

 

You need to have legitimate grounds for collecting their data, and it must not have a 

negative effect on the individual or be used in a way that they would not expect. For 

example, rather than saying ‘subscribe to our newsletter’, consider a more transparent 

statement like ‘From time to time we would like to send you special offers relating to your 

purchase – you can opt out of these emails at any time’. 

 

2. Limited for its purpose 

 

You should collect the data for a specified and explicit purpose, and not use it in a way the 

individual would not expect. This would include capturing someone’s email address and 

later giving this data to other similar companies who will market their goods to that 

individual. 

 

3. Adequate and necessary 

 

It has to be clear why you are collecting the data and what you are going to do with it. You 

should not collect any unnecessary data or information without a clear purpose. For 

example, if selling clothes online, is the buyer’s ethnicity relevant or necessary?  

 

4. Accurate 

 

You should take reasonable steps to keep the information up to date and change it if the 

data is inaccurate. You could allow individuals to change their name or address themselves. 

 

5. Not kept longer than needed 

 

You should not keep the data for longer than needed. When it is no longer used or out of 

date you should properly destroy the data. Many companies are now reaching out to their 

databases and asking them if they still want to be sent marketing materials. 

 

6. Individual rights  

 

Personal data shall be processed in accordance with the rights of data subjects under this 

Act. 

 

 

 

7. Security 
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Appropriate technical and organisational measures shall be taken against unauthorised or 

unlawful processing of personal data, and against accidental loss or destruction of, or 

damage to, personal data. 

 

You should make sure data is processed in a way that ensures appropriate security. This 

would make sure the data is kept safe and secure – including protection against any 

unauthorised or unlawful processing, loss, damage or destruction. 

 

8. International 

 

Personal data shall not be transferred to a country or territory outside the European 

Economic Area unless that country or territory ensures an adequate level of protection for 

the rights and freedoms of data subjects in relation to the processing of personal data. 
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How Kallidus supports the GDPR principles for its 

customers 

As described above there are eight key principles for GDPR. This section details at a high 

level how Kallidus support these principles as a data processor for our customers. We then 

dive deeper into specifics for each of the Kallidus products. 

1. Lawful, fair and transparent 

2. Limited for its purpose 

3. Adequate and necessary 

4. Accurate 

As our customers are data controllers, using Kallidus products to store and process 

information, it will be the responsibility of our customers to ensure that the data they are 

collecting is lawful, limited, adequate and necessary. 

5. Not kept longer than needed 

As a data processor, Kallidus will keep data for as long as required by a customer. 

Customers can delete their own data and Kallidus will provide the ability to implement 

processes to regularly delete unwanted data. 

6. Individual rights 

Alongside these principles the GDPR provides eight fundamental rights for individuals. These 

are: 

 

The right to be informed 

The right of access 

The right to rectification 

The right to erasure 

The right to restrict processing 

The right to data portability 

The right to object 

Rights related to automated decision making including profiling 

 

More detailed information about these rights can be found here. 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/%20and%20describing%20what%20Kallidus%20does%20for%20each%20section)
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As a data processor, it is the responsibility of Kallidus to provide the ability for our 

customers to support these rights. 

 

Across the Kallidus product suite we support these rights as follows: 

The right to be informed 

Although Kallidus is a data processor, all Kallidus products will provide the ability for 

organisations to add a link that allows an individual to see an organisation’s data policy. 

This allows an organisation to provide full transparency around how they will handle an 

individual's data. 

 

For more detailed explanation of the right to be informed, see here. 

The right of access 

Kallidus products enable this request for our customers in various ways.  

 

1. Many of our products have self-service reporting that allows individuals to generate 

their own report of data about them in the system. 

2. Those people who have been designated as administrators in our products have 

access to more advanced reporting tools that will enable them to give access to data 

if requested. 

3. By logging a request with Kallidus, Kallidus has access to the raw data used by our 

systems and can provide this data on request. If data has been stored in our products 

we will be able to provide it for you in some format. 

 

For a more detailed explanation of the right of access, see here. 

The right to rectification 

The GDPR includes a right for individuals to have inaccurate personal data rectified or 

completed if incomplete. 

 

In Kallidus products this is typically achieved in one of these ways: 

 

1. Individuals have access to self-service tools to change incorrect information about 

themselves.  

2. Individuals can make a request to the administrator of their system to change 

information about that is incorrect. 

3. Individuals can make a request to the Kallidus support team to change information 

about an individual that is incorrect (if there are no self-service tools available for 

administrators to do this themselves). 

4. In many cases, data stored in Kallidus is a result of integration with other systems. In 

this case, the source system that is providing the data will need to be corrected 

allowing the correct data to be updated in Kallidus. 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-be-informed/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-of-access/
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For more information on the right to rectification, see here. 

The right to erasure 

The GDPR introduces a right for individuals to have personal data erased. 

 

The right to erasure is also known as ‘the right to be forgotten’. 

 

In Kallidus products, this is typically carried out by the system administrator. All our 

products have administration roles that allow people with certain granted permissions the 

ability to delete data. 

 

If there is not the ability to delete data, a request can be made to Kallidus’ support team to 

delete data. Ad hoc requests can be processed by the Kallidus support team – if more 

advanced data retention policies need to be put in place, Kallidus has a process for creating 

these on request. Once Kallidus has a clearer understanding of the data retention policies 

that our customers are asking for, then we plan to add self-service tools to our products to 

allow customers to create these policies themselves. 

 

For more information on the right to erasure, see here. 

The right to restrict processing 

Article 18 of the GDPR gives individuals the right to restrict the processing of their personal 

data in certain circumstances. This means that an individual can limit the way that an 

organisation uses their data. This is an alternative to requesting the erasure of their data. 

 

Individuals have the right to restrict the processing of their personal data where they have 

a particular reason for wanting the restriction. This may be because they have issues with 

the content of the information you hold or how you have processed their data. In most 

cases you will not be required to restrict an individual’s personal data indefinitely, but you 

will need to have the restriction in place for a certain period of time. 

 

For more information on the right to restrict processing, see here.  

 

In the context of Kallidus products, there are several scenarios where this may apply. For 

example, if an individual has had a performance appraisal carried out which they dispute 

and use in an employment tribunal, the individual could then ask for this data to be 

restricted whilst the tribunal is in progress. 

 

There are several recommendations for dealing with these requests, depending on the exact 

nature of the request and the Kallidus product but these could include: 

 

● Temporarily moving the data to another processing system; 

● Making the data unavailable to users; or 

● Temporarily removing published data from a website. 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-rectification/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-erasure/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-restrict-processing/
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Usually we would expect the Kallidus system administrator to be able to deal with the 

requests. Kallidus products have many features such as the ability to archive and restore 

data plus the capability to import and export data.  

 

If there are specific scenarios that you need to cover, please liaise with the Kallidus support 

team to find a solution. 

The right to data portability 

The right to data portability allows individuals to obtain and reuse their personal data for 

their own purposes across different services. It allows them to move, copy or transfer 

personal data easily from one IT environment to another in a safe and secure way, without 

hindrance to usability. 

 

For more information on the right to data portability, see here. 

 

This is already a common scenario with many Kallidus customers. As Kallidus is primarily an 

HR information system, many individuals have requested to take their personal records 

when transferring from one organisation to another. 

 

Examples of this are: 

 

● Healthcare professionals taking their training records when moving from one 

healthcare organisation to another; 

● Retail employees taking copies of their safety and mandatory training when moving 

from one organisation to another; and 

● Legal and other professionals taking their Continuing Professional Development 

(CPD) records from one organisation to another. 

 

If an individual requests this information, you have one month to comply. The ICO have 

said:  

 

‘You must provide the personal data in a structured, commonly used and machine-readable 

form. Open formats include CSV files.’ 

 

With regards to Kallidus products, all products provide the facility to export data into CSV 

format. If there is additional data stored in Kallidus systems that cannot be readily 

extracted using the reporting tools provided, contact the Kallidus support team who will be 

able to process your request.  

The right to object 

Individuals have the right to object to: 

 

● processing based on legitimate interests or the performance of a task in the public 

interest/exercise of official authority (including profiling); 

● direct marketing (including profiling); and 

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-data-portability/
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● processing for purposes of scientific/historical research and statistics. 

 

For more information on the right to object, see here. 

Rights related to automated decision making including profiling 

The GDPR has provisions on:  

 

● Automated individual decision-making (making a decision solely by automated means 

without any human involvement); and 

● Profiling (automated processing of personal data to evaluate certain things about an 

individual). Profiling can be part of an automated decision-making process. 

 

For Kallidus products we believe this right is not applicable as Kallidus products do not 

perform profiling for decision-making purposes, using sensitive personal information. 

 

For more information on rights related to automated decision making, including profiling, 

see here.  

 

  

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/right-to-data-portability/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/individual-rights/rights-related-to-automated-decision-making-including-profiling/
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Individual rights product specifics 

This section details how our customers can use the Kallidus products to ensure that they are 

meeting the rights of individuals. 

Kallidus Learn / Classic LMS  

The right to be informed  

You can author and publish a privacy policy within the Learn and LMS products.  This can be 

authored within System Configuration > Policies. 

 

 
 

The privacy policy is switched off by default and will not show to your users unless you 

publish it.   

 

Enter your privacy policy wording and then select the checkbox at the bottom of the screen 

to publish.  This will show on both the login page and in the footer of the product itself. 

This makes it available pre and post login.   

 

 

Cookies 
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Learn uses a special type of cookie called a ‘session’ cookie. This cookie holds a single piece 

of information that enables the server to identify you as you use the system. When you log 

out of the system, the cookie is automatically deleted. 

The right of access 

You can access and report on an individual's information within both our Learn and LMS 

products.   

 

You can do this using our Business Objects reporting tool.   

 

 
 

To do this go to Reports and analysis and author a report which includes the data 

requested.  This can then be created and given to the individual in accordance with your 

data policies.   

 

An individual can see various data about themselves in the system. In Learn they can see: 

 

- Dashboard stats about their learning.   

- Their details in the ‘My details’ area of the system. 

- Learning to do and completed in ‘My courses’. 

- Notifications of learning and course evaluations.   

- Any additional learning recorded in their ‘Add my learning’ area of the system. 

- Managers can see their team’s ‘completed’ and ‘to do’ learning in the ‘My team’ 

section of the system.   

 

In our LMS system they can see varying amounts of data: 

 

- Their learning ‘to do’ and ‘completed’ on their Learning plan 

- Reports via the reports viewer gadget 

- Approvals form events and courses via the ‘Approvals’ gadget 

- Other gadgets - these include ‘My Calendar’, ‘My Manager’, etc. 

The right to rectification 

If an individual asks that you rectify their data, you will need to do this in accordance with 

your data policies.   
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If you deem data is to be rectified, an administrator can do this via the admin side of the 

system: 

 

• User details: you can update these in the Users section of the system 

• Results and learning history: you can update these for a User in User > Results 

   

Tip: Some data updates overnight in the reports so you may not see a change until the next 

day.   

The right to erasure 

Removing an individual 

 

If an individual wants to be removed from the system, you can delete their user record.  

This removes them from the database. 

 

To delete an individual, go to Users. Search for the person and within the Details section 

scroll to the bottom.  Select Delete.   

 

This removes all records for this person. 

 

Note: deleting a user from the Learn/LMS still leaves a user record in KIP (if you are not 

using SSO). KIP contains personal information such as first name, last name and email. To 

delete this account in KIP, navigate to KIP and find the account to be removed and delete 

it.   

 

Audit Logs 

 

However, deleting a user’s record can potentially keep a record in the LMS audit log which 

is not deleted. 

 

The LMS audit log was designed to provide a log of all activities carried out in the system to 

assist with queries about why data was in a certain state.  It is useful from a support 

perspective, as in certain occurrences data may have been changed by certain 

administrators and the audit log will record this. From a legal and compliance perspective, 

the audit log is a definitive log of all actions that have taken place. If there was a dispute 

over whether a certain individual had been trained, the audit log is the definitive record of 

all activity.  

 

GDPR and the right to erasure is a grey area. Organisations are required to comply with a 

request for erasure. We recommend that organisations consider the following options with 

regards to data held in the audit log: 

 

1. Organisations can claim they need to keep records of the audit log in order to 

comply with a legal obligation; this is relevant to mandatory or compliance training 

records in the LMS. 
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2. If an organisation deems that the personal information in the audit log needs to be 

deleted, there is the option to switch off and purge the audit log, so no data is 

stored in it. 

3. The Kallidus support team can access individual records from the audit log on 

request. Note that manually deleting individual records will mean that the log is not 

an accurate log of everything that has happened, therefore bringing its integrity into 

question.  

 

Implementing a data retention policy 

 

If you want to retain data for a specific length of time, we can help you facilitate this.   

 

To do this: 

 

● Contact our support team and request that we help you implement a data retention 

time period. 

● Outline your requirements – currently, we expect this to fall into two scenarios: 

  

1. If an individual has not accessed the system for a period of time as they have 

left the organisation, remove all data about this individual. 

2. Remove any specific training records based on dates. For example, keep 

certain training records or five years, others for ten years. 

  

● Specify if you would like this run daily, monthly etc. 

 

We will: 

 

• Test run this and let you know what might happen in the first deletion 

• If you are happy for us to proceed, we will implement this deletion on the schedule 

specified 

The right to restrict processing 

As described in the section above, an individual can ask for their data processing to be 

restricted. 

 

This can cover a wide range of possible requests and solutions depending on the exact 

nature of the request. Usually we would expect the Kallidus system administrator to be able 

to deal with the requests. Kallidus products have many features such as the ability to 

archive and restore data, plus the capability to import and export data.  

 

If there are specific scenarios that you need to cover, please liaise with the Kallidus support 

team to find a solution. 



 
 

 
 

 

Page 18 of 43 

 

The right to data portability 

An individual can take data with them via a set of reports.  These reports can be exported 

into CSV format which is easily read.   

The right to object 

If you have an individual who objects to data held about them then you can change it via 

the administration side of the system in accordance with your policies. 

 

If you have someone objecting to the accuracy of the data, please contact our support team 

and we can help you assess this via the audit log and other diagnostic tools we hold.    

Rights related to automated decision making including profiling 

For Kallidus Learn/LMS we believe this right is not applicable as Kallidus products do not 
perform profiling for decision-making purposes, using sensitive personal information. 
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Kallidus Perform 

This section lays out each of the individual rights under GDPR and features in the Kallidus 

Perform product that enables compliance. 

The right to be informed  

Under GDPR, our customers need to demonstrate that they are collecting data for fair, legal and 

transparent purposes. Typically, a customer would like to be able to inform their employees 

about how their personal data is being collected and used. 

 

In Perform it will be possible to configure the perform system so a link to your privacy policy is 

displayed. The link will be available on the login page and in other prominent pages in the 

system. This feature is on the Kallidus Q2 2018 roadmap and will be available by 25th May. 

 

In order to configure this, you will need to provide the link for your privacy policy to our support 

team, who will then add it to your system. 

 

Cookies 

 

Perform uses a special type of cookie called a ‘session’ cookie. This cookie holds a single 

piece of information that enables the server to identify you as you use the system. When 

you log out of the system, the cookie is automatically deleted. 

The right of access 

Individuals have access to their personal data through the ‘My Profile Page’. They can also 

see information about their objectives, reviews and development plans using the system.  

The right to rectification 

Individuals can access their own data from the ‘My Profile page’ where they can change 

their name and job title.  

 

Other information is stored in Perform about an individual using ‘data tags’. This is typically 

information such as department, location, team etc., and is used by system administrators 

for reporting. This is not visible to individuals, only system administrators via reports. In 

most cases this is driven by integration from an organisation’s HR system, so if data in 

Perform is incorrect it will need to be corrected at source. 

 

The right to erasure 

Personal data in Perform cannot be removed currently by system administrators. 

 

In most organisations, people data will be driven by an integration from an HR system. This 

provides the facility for people to be marked as ‘archived’ if they have left the 
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organisation. Archived accounts are not visible in the system apart from in reports where 

they are visible but flagged as archived. 

 

If an individual requests for their personal data to be deleted from Perform under GDPR, 

there is the capability to completely delete an account. Currently this is only available via 

Kallidus support – therefore if you have a request to do this, please contact our support 

team who will action this request for you. 

 

Currently all data in Perform is retained indefinitely. If you require certain data to be 

removed after a certain period of time, (to comply with the principle of not retaining data 

for longer than necessary), Kallidus will be able to access this request on your behalf.  An 

example of this maybe to delete all accounts that have not logged into Perform for three 

years. It is possible to identify these people using the ‘Last Logged In Date’ on the ‘People’ 

report. A request would need to be made to the Kallidus support team to action this for a 

group of people. 

The right to restrict processing 

As described in the section above an individual can ask for their data processing to be 

restricted. 

 

This can cover a wide range of possible requests and solutions depending on the exact 

nature of the request. Usually we would expect the Kallidus system administrator to be able 

to deal with the requests. Kallidus products have many features such as the ability to 

archive and restore data, plus the capability to import and export data.  

 

If there are specific scenarios that you need to cover, liaise with the Kallidus support team 

who will find a solution. 

The right to data portability 

Kallidus Perform provides the capability to export all data stored in the system to CSV 

format. 

The right to object 

If you have an individual who objects to data held about them, you can change their profile 

via the administration side of the system in accordance with your policies. 

 

Rights related to automated decision making including profiling 

For Kallidus Perform we believe this right is not applicable as Kallidus products do not 

perform profiling for decision-making purposes, using sensitive personal information. 
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Kallidus Recruit 

Individual rights 

This section lays out each of the individual rights under GDPR and features in the Kallidus 

Recruit product that enable compliance. 

The right to be informed  

Candidates are or may be given the opportunity to read a client’s privacy policy in the 

following ways: 

 

● When registering directly themselves (this usually includes a link to the privacy 

policy. This could be either on a page hosted by the client or by Kallidus, along with 

an acknowledgement checkbox to confirm) which is standard for direct or internal 

applications. 

● Via a link in the automated acknowledgement email sent when an application is 

submitted. Both agent and candidate versions of this email are standard 

functionality, but the content of these emails relies on clients to configure, thus 

inclusion of any links is optional. 

 

Candidates may also be registered via a third party, e.g. a recruitment agent or a system 

user. In these cases, a third-party variation of the same thing may be asked where the 

person adding the candidate is asked to confirm that they have or will make the candidate 

aware of the privacy policy. Where candidates are registered with the correct email 

address, as should be the case with a system user adding a candidate, they may be sent a 

link to the policy as described above, if this is included in the acknowledgement email. We 

would strongly encourage clients to do this (available to Super users > Settings > Email 

templates). 

 

However, for agency candidate registrations, clients currently have the option to configure 

the system to either not require a candidate’s actual contact information (as agents 

historically have preferred not to provide this for obvious reasons); or to require agents to 

provide this. Where candidate contact information is captured, the system may be 

configured to email candidates directly. N.B. The agent who submitted them will always be 

CC'd on any emails sent to the candidate automatically. 

 

The ‘require candidate contact details’ configuration option has other advantages at other 

stages of the process; candidates may be emailed directly to do online tests, video 

interviews, to book interviews, to complete additional top-up forms, etc. 

 

For any clients who do not currently require agents to supply candidate contact 

information, GDPR offers an extremely strong argument to negotiate with their agency PSL 

to require them to provide this information, to ensure candidates are better informed. This 

change would need to be requested by raising a change request via the ‘Help and Support’ 

link in your system. 
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Cookies 

 

Recruit uses a special type of cookie called a ‘session’ cookie. This cookie holds a single 

piece of information that enables the server to identify you as you use the system. When 

you log out of the system, the cookie is automatically deleted. 

The right of access 

Recruitment agent data 

 

● Recruitment agents may view/update their own user information at any time via the 

Agency portal 

● Agency super users (or super agents) may also view/access this for any agents within 

their own agency and pass this information on as required 

● System users with the relevant access may also view/access this for any agents 

within any agency in the system and may pass this information on as required 

 

User data 

 

● Users may view/update fields which they are authorised to update via either the 

User portal (User menu > Update details) or the ‘Backoffice’ (User menu > My 

account) 

● Super users may view/access all user data fields for any users within the same client 

and pass this information on as required (Settings > Manage users > Edit user) 

 

Candidate/Person data 

 

There are three key types of data captured in Recruit: 

 

● Data provided by the candidate or an authorised third-party directly, either at the 

initial application stage or at a later stage of the process, e.g. via an onboarding 

top-up form 

● Data entered by system users, e.g. screening scores, interview feedback, etc. 

● Data returned by a third-party system via an integration, e.g. online test scores, etc. 

 

Providing that the application form printable view is configured correctly and includes all 

fields completed by a candidate, a candidate may login at any point to review a printable 

view of any of their applications and will be able to see all data that they have provided 

themselves. 

 

It is entirely optional as to whether a client makes any of the other data visible to 

candidates via the candidate portal, although it would be unusual to do so. 

 

Where a candidate has instigated a subject access request and if there is a requirement to 

share more or all data held about them, the system offers the following features to users to 

support this: 
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● Various CSV data export features allowing users to export any fields configured to be 

viewable/reportable/exportable 

● Export candidate view - a separate printable view available only to users, which may 

include more data than just that supplied by the candidate 

● Candidate timeline pages - these may be fully expanded and printed to deliver a full 

audit of all actions taken and communications sent to/about a candidate 

The right to rectification 

Recruitment agent data 

 

● Recruitment agents may view/update their own user information at any time via the 

Agency portal 

● Agency super users (super agents) may also view/access this for any agents within 

their own agency and correct this information on as required 

● System users with the relevant access may also view/access this for any agents 

within any agency in the system and may pass this information on as required 

 

User data 

 

● Users may view/update fields which they are authorised to update via either the 

User portal (User menu > Update details) or the Backoffice (User menu > My 

account) 

● Super users may view/access all user data fields for any users within the same client 

and pass this information on as required (Settings > Manage users > Edit user) 

 

Candidate/Person data 

 

We consider submitting an application form for a job online the equivalent of sending a CV 

in the post. Once the letter is posted, a candidate has committed to the data they have 

sent. Clicking the ‘Submit’ button is equivalent to the moment a letter is posted. Whilst an 

online system does offer certain advantages compared to sending an application via post, it 

is at the discretion of the client as to whether a change should be made, e.g. if a candidate 

failed an online test, rectification may not be appropriate. 

 

Data may be updated in the following areas as standard via the candidate or agency portal, 

either directly by the candidate themselves or by an agent with the required access at the 

agency who submitted them: 

 

● Contact information - email, telephone numbers, addresses 

● Data submitted on a Registration of interest/Speculative application or Talent Bank 

profile (applies to non-agency candidates only) 

● Job alert preferences (applies to non-agency candidates only) 

 

Omni-present person top-up form (planned feature) 
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In addition to the above, the following new functionality is being developed in Q2 to offer 

additional options to candidates to update certain types of data: 

 

● New type of top-up form which will be available from the menu on the Dashboard 

page within the Candidate portal 

● The top-up form will be only for data which applies to any/all applications (Person 

data), rather than data specific to an application to a particular vacancy 

● Unlike other top-up forms, this form will not disappear from the menu once 

completed, so candidates may return to it to update or remove any information on it 

at any time 

● This form type is expected to be used by some clients to allow people to give or 

withdraw consent for particular data to be used at any time, e.g. for sensitive data, 

such as that captured by many clients for equal opportunities monitoring purposes 

● Where consent is withdrawn, any additional data fields which are related to that 

area of consent will be hidden on the form and the data will be deleted once the 

form is saved/submitted 

● Any data removed will be deleted across all applications a candidate has made 

 

The above new functionality is primarily expected to be only used where clients may wish 

to use consent in their privacy policy, as well as legitimate interest and contract. 

 

For all other candidate data, the following functionality is available within the system for 

users with the appropriate access to use at their discretion. 

 

Updating data for individual candidates 

 

The following functions are currently available on the ‘Edit candidate’ page (View 

candidate file > Edit)  

 

● Unsubmit candidate - copies the original application to a new unsubmitted 

application, allowing the candidate to login and resubmit. N.B. The candidate is 

considered a new candidate and any previous audit history will be lost. 

● Reset vacancy eligibility - clears out all data submitted on the vacancy eligibility 

page, to allow the candidate to login and answer questions on that page again. If a 

multi-page application form is used, provided that the candidate passed the 

eligibility questions, they will then be able to complete other application form 

pages.  

● Edit vacancy eligibility responses - allows a system user to update any fields on the 

vacancy eligibility page on the candidate’s behalf. 

● Edit application form responses - allows a system user to update any fields on any 

other pages of the initial application form on the candidate’s behalf. 

● Edit top-up form responses - allows a system user to update any fields on any pages 

of a post-submission top-up form on the candidate’s behalf. 

 

Updating data for multiple candidates at once 
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The system offers functionality to allow specific fields to be exported to CSV, edited and 

then reimported. Select candidate(s) > Candidate bulk action menu > Export candidate data 

to export the data. Settings > Update candidate data from CSV to update. 

 

Updating data generated via third party integrations 

The system offers the following option for data captured via third party integrations, e.g. 

online tests, video interviews, etc. 

● Reset - where configured, this clears out the data held in relation to a particular 

instrument, allowing the candidate to redo the required action/test. N.B. Not all 

third parties support a reset within the integration, so although a reset will clear the 

data out of Recruit, it may be necessary to also contact the relevant third party to 

request a relevant corresponding action on their side as well to allow a candidate to 

retake. 

● The ‘Update candidate’ data from CSV function may also be used to update 

individual fields 

 

Recruitment agent data 

Any data held about individual recruitment agents may be updated as follows: 

● By any designated agency super user (Super agent) within the same agency 

● By any system user with the relevant Back Office access (Agency tab) 

 

User data 

Any data held about users may be updated as follows: 

● By a logged-in user themselves (only fields which are configurable as editable by 

users) 

● By any designated client super user 

● Via the Recruit API (if implemented) 

The right to erasure 

This is an area where Recruit is somewhat different to other Kallidus products, as there are 

different user types and there are ‘legitimate reasons’ for not deleting data, even if 

requested: 

● System users, e.g. Recruiters, Hiring Managers, Approvers, Panel members, etc. 

● Recruitment agents 

● People/Candidates 

 

Deleting system users or agents 

 

In terms of system users and agents, the system supports a ‘logical delete’, where the user 

or agent is moved to a deleted status but may be reinstated. Once deleted they may no 

longer login. As a system user or agent may be associated with activities on vacancies or 

candidates in the system, a full delete is not a supported feature, as this would mean that 

clients would no longer have a full audit of who did what with which vacancies or 

candidates, which may be required, e.g. in case of a tribunal. 
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If, however, a full delete is required for any reason, a client would need to decide whether 

it was appropriate to fully migrate any actions/activities associated with a particular agent 

or user being deleted to a different agent or user and that agent or user would need to 

accept responsibility for any historical actions performed by the agent or user being 

deleted. This activity is not supported within the product itself but may be raised as a 

support request and dealt with by the appropriate Kallidus technical resource in the rare 

instance where it may be required for any reason. 

 

Deleting People/Candidates 

 

With regards to People/Candidates in the system, whilst a vacancy is still active there is a 

‘legitimate interest’ for clients to not delete a record, even if asked. Otherwise a candidate 

who has failed or been rejected at any stage of the recruitment process for a legitimate 

reason could simply reapply. 

 

The expectation is therefore that clients will simply implement a suitable data retention 

policy (existing functionality) and will update their privacy statements accordingly; or 

advise Kallidus to do so if the privacy policy content is hosted by Kallidus. 

 

Implement a data retention policy 

 

This existing functionality is available to super users to configure on the Settings page 

(Settings > Data retention) and includes the following features: 

 

● Ability to turn on a data retention policy and set how long data will be retained for 

● The policy applies to candidates in terminal negative folders, i.e. status folders 

associated with a fail, regret, reject or withdrawal at any stage of the process 

● Once enabled, data associated with a specific application will be deleted once a 

candidate has been in a terminal folder for the retention period specified 

● Any ‘Person’ data (data common to all applications, e.g. address) will be retained 

provided the candidate still has any other active applications, i.e. has an application 

not in a terminal negative folder 

● Person data, except for those associated with subscriptions (see below), will be 

deleted at the point a candidate’s last application is deleted, i.e. once all 

applications have been in a terminal folder for longer than the retention period and 

there are no active applications 

● Where subscriptions expiry is also enabled (see below), a person’s account will also 

be fully deleted once they no longer have any applications in the system and their 

subscriptions expired longer ago than the period of data retention set 

● If a client also requires successful candidates to be deleted, the ‘Hired’ (or 

equivalent) folder may also be configured as a terminal negative folder, rather than 

a terminal positive folder. Alternatively, an additional terminal negative status 

folder may be added where candidates may be moved to either manually or 

automatically as required, after which point the data retention policy would apply 

 

Subscriptions 
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This applies to the following the talent pool areas: 

● Job alerts 

● Registration of interest/Speculative applications 

● Talent bank 

 

Candidates can update their subscription preferences to all of the above areas at any time 

via the ‘Candidate’ portal. 

 

As part of a client’s data retention policy, we would also recommend that clients 

implement the following existing features to help comply with GDPR (current functionality 

available to super users): 

 

● Engagement - sends a ‘keep warm’ email to candidates on a regular basis (specify 

period) and allows the content of the email sent to be configured to firstly ensure 

that people are aware they are on your system and secondly to allow them to 

update any subscription preferences and associated profiles if they wish to ensure 

their data is up to date 

● Subscriptions expiry - if enabled, an email will be sent prior to subscriptions expiring 

(specify period), warning them that their subscriptions are due to expire. The 

content of the warning email is also configurable on this page. N.B. This feature also 

ties into the data retention policy as described above, resulting in a person’s 

account being fully deleted once a person has no applications in the system and 

subscriptions expired longer ago than the data retention period set. 

● Unsubscribe - allows the content of the email sent when subscriptions have actually 

expired to be configured. This email is sent only if a person allows their 

subscriptions to expire, i.e. if they do nothing after receiving the warning. N.B. At 

this point, even if they have no applications in the system, they will still have the 

entire data retention period during which they can login and renew subscriptions or 

make a new application, which would then prevent the person’s account from being 

deleted again until the relevant data retention rules for deletion were met again. 

 

Delete Candidate feature (existing feature) 

 

This is an existing feature, available to users with the relevant access, to be used at a 

user’s discretion. This may be available either as a single candidate action (candidate 

action menu), or in the bulk action menu on the Candidate list page, or in both places. 

Clients should be aware of the following: 

● This function only deletes a particular application, not a person’s account 

● If a person has any applications (active or otherwise), any ‘Person’ data (data 

common to all applications) will remain in the system as it is still relevant to other 

applications 

● If a person has any active subscriptions, any ‘Person’ data on their registration of 

interest/speculative or talent bank profile will remain in the system even if the 

person has no other applications, as it is still relevant to their profile 
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Delete Person feature (planned feature) 

 

We are planning on delivering new functionality, to be available to Super users only, to 

allow them to mark a person’s account (and all their applications) for deletion. Where this 

is used, the data will be deleted in the data retention deletion pass scheduled for that day, 

but only provided data retention is enabled. 

 

Note that this is not a required feature to meet the requirements of GDPR, as in the 

meantime, clients may just raise a support request to delete an account on the rare 

occasions where this may be requested. This will then be actioned in a timely manner by 

the relevant Kallidus team. 

The right to restrict processing 

The following existing functionality is already available to support this requirement of 

GDPR: 

 

● Ability for a system user within the Backoffice or a super agent within the Agency 

portal to mark an agent as ‘Not email-able’ or ‘Deleted’, so they may no longer be 

invited to vacancies 

● Ability for an agency super user (super agent) to assign candidates to a different 

agent within their own agency within the Agency portal, so they will no longer 

receive emails about a particular candidate 

● Ability for a system user to revoke an agency invitation to a vacancy, so they may no 

longer submit candidates to that vacancy 

● Ability for a super user to delete a user, so they may no longer be allocated to a 

vacancy user role or login to the User portal or Backoffice 

● Ability for a candidate to withdraw an application - available within the Candidate 

portal 

● Ability for a recruitment agent to withdraw an application on a candidate’s behalf - 

within the Agency portal 

● Ability for a system user to withdraw an application on a candidate’s behalf - within 

the Backoffice - View candidate file > Withdraw application 

● Ability for a candidate to disable any of their subscriptions (job alerts, registration 

of interest/speculative profile, talent bank profile) - within the Candidate portal 

● Email footers - if not already configured, we could encourage clients to implement 

standard links in their standard email footers to their privacy policy and to an 

Unsubscribe (or similar) page, with instructions on how to withdraw an application 

of unsubscribe from talent pool emails. Candidates may then have access to the 

relevant information from all emails. These links may either link to a page on the 

client site or to a page hosted by Kallidus as part of the Recruit system, as required. 

 

Consent 

 

We would encourage clients to not use the premise of ‘Consent’ in their privacy policy, but 

to rely on ‘Legitimate interest’ and ‘Contract’ instead. However, where a client may want 

to do so, the following new functionality is expected to be delivered in Q2 2018 to allow 
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consent associated with specific areas to be withdrawn after it has been given, e.g. in 

relation to processing/reporting on sensitive data captured for the purpose of diversity 

monitoring. It should be noted that Kallidus does not see delivery of this functionality as a 

requirement to allow clients to meet their GDPR obligations, as due to the nature of 

recruitment, legitimate interest can be considered a lawful basis for capturing and holding 

a candidate’s data. 

 

Omni-present person top-up form (planned feature) 

 

In addition to the above, the following new functionality is being developed in Q2 to offer 

additional options to candidates to update certain types of data: 

 

● New type of top-up form which will be available from the menu on the Dashboard 

page within the Candidate portal 

● The top-up form will only be for data which applies to any/all applications (Person 

data), rather than data specific to an application to a particular vacancy 

● Unlike other top-up forms, this form will not disappear from the menu once 

completed, so candidates may return to it to update or remove any information on it 

at any time 

● This form type is expected to be used by some clients to allow people to give or 

withdraw consent for particular data to be used at any time, e.g. for sensitive data, 

such as that captured by many clients for equal opportunities monitoring purposes 

● Where consent is withdrawn, any additional data fields which are related to that 

area of consent will be hidden on the form and the data will be deleted once the 

form is saved/submitted 

● Any data removed will be deleted across any applications a candidate has made 

The right to data portability 

The following existing features support this requirement of GDPR: 

 

CSV/Excel files 

 

Various functions allow candidate data to be exported as a CSV: 

 

● Datagrid function > Download CSV 

● Datagrid function > Link for Excel 

● Candidate list page > Select/Create appropriate view > Search/Select candidate > 

Candidate bulk action menu > Export current view as CSV 

● Candidate list page > Search/Select candidate > Candidate bulk action menu > 

Export candidate data > Select appropriate fields > Export candidates 

● Analytics > Raw data report > Select appropriate fields > Add filter(s) to return only 

appropriate candidate > View report > Download data as CSV/Link for Excel 

 

Printable views 
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The following printable views are available in most systems as standard or may be 

configured/updated as required: 

 

● Candidate portal application form printable view - available for candidates to 

download within the Candidate portal. This is a printable HTML file showing all fields 

completed by the candidate. 

● Candidate application PDF - available for users to download within the system and 

which may be emailed to a candidate. This is a PDF file combining the printable 

view of the candidate’s application form (as displayed in the ‘Candidate’ portal) 

with any documents uploaded by the candidate which are configured to be part of 

the PDF. 

● Candidate export PDF - optionally configurable for users to download within the 

system and which may be emailed to a candidate. This is a PDF file, as per the 

candidate application PDF, but which may be configured to also contain any or all 

additional fields and documents related to the candidate in the system, including 

fields completed by system users rather than candidates, e.g. screening/interview 

scores, comments, feedback documents, online test scores or reports, etc. 

The right to object 

If you have an individual who objects to data held about them, you can change it via the 

administration side of the system in accordance with your policies. 

 

If you have someone objecting to the accuracy of the data, the data may be updated either 

by the candidate (e.g. contact information, registration of interest/speculative or talent 

bank profiles); or by the client at their discretion, using any of the mechanisms outlined 

above in Recruit’s ‘The right to rectification’ section. 

Rights related to automated decision making including profiling 

Recruit may use automated decision making in the following areas: 

 

● Incorrect responses to gross negative disqualifiers (i.e. killer/eligibility questions) 

● Situational judgement test/questionnaire scores, where a pass and/or fail 

benchmark is in place 

● Any other questions which may contribute to a screening score of any kind, where a 

pass and/or fail benchmark is in place 

● Integrated third party online tests or imported results from a third-party test, where 

a pass and/or fail benchmark is in place 

 

In any of the above scenarios, only an incorrect response or a result which does not meet 

the required benchmark which would result in a candidate being rejected for a vacancy 

automatically without there necessarily being any human intervention. Sensitive personal 

information or any other kind of profiling is not used in any way in any automated decision-

making process. 

 

However, clients may still wish to consider the following: 
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● Including information in the privacy policy to explain how automated processing is 

used in their recruitment process 

● Include instructions on screen at relevant points in the process and/or in any 

communication to candidates to allow them to opt out of automated processing if 

they wish, e.g. to complete an offline version of a test or application form 

● Note that the above may apply to third-party providers 
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Kallidus 360 

The right to be informed  

You can author and publish a privacy policy within the 360 product.  

 

 
The privacy policy is switched off by default and will not show to your users unless you 

publish it.   

 

Enter your privacy policy wording and then select the checkbox at the bottom of the screen 

to publish.  This will show in the footer of the product itself.   

 

Cookies 

 

360 uses a special type of cookie called a ‘session’ cookie. This cookie holds a single piece 

of information that enables the server to identify you as you use the system. When you log 

out of the system, the cookie is automatically deleted. 

The right of access 

You can access an individual’s data by finding them in the system.  If they are a participant, 

you can screenshot the screens of the round they are within. You can also produce the 

report for them to have a copy of.   
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If you have a specific request for data within the system, please get in touch with our 

support team and we can find all instances of data pertaining to that individual and provide 

it to you.   

The right to rectification 

If an individual requests that you rectify their data, you will need to assess this in 

accordance with your data policies.   

 

If you deem data is to be rectified, please contact us. 

 

We will alter the data in accordance with your request and confirm once this change has 

been made.   

The right to erasure 

Removing an individual - participant 

 

If a participant wants to be removed from the system, you should contact our support team.  

We can then arrange for this deletion to occur.   

 

Removing an individual - respondent 

 

You can do this in the Round administration area of the system.  Open the round in which 

the respondent is listed. Select the Actions link on the right of the screen.  Select Delete.  

This will delete that respondent in that round. 

 

Make sure you delete the respondent from all rounds that they are within.   

Implementing a data retention policy 

If you want to retain data for a specific length of time, we can help you facilitate this.   

 

To do this: 

 

● Contact our support team and request that we help you implement a data retention 

time period. 

● Outline your requirements - this may be to keep all data for a specific time period.  

Please specify if this is both for participants and respondents.   

● Specify if you would like this run daily, monthly, etc. 

 

We will: 

 

• Test run this and let you know what might happen in the first deletion 

• If you are happy for us to proceed, we will implement this deletion on the schedule 

specified. 
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The right to restrict processing 

As described in the section above, an individual can ask for their data processing to be 

restricted. 

 

This can cover a wide range of possible requests and solutions depending on the exact 

nature of the request. Usually we would expect the Kallidus system administrator to be able 

to deal with the requests. Kallidus products have many features such as the ability to 

archive and restore data, plus the capability to import and export data.  

 

If there are specific scenarios that you need to cover then liaise with the Kallidus support 

team to find a solution. 

The right to data portability 

If an individual requires a report of their feedback, you can produce this for them. Find the 

participant in a round and click on them.  Select the Generate report button. 

 

If a respondent wants information on the number of rounds they are in and deadlines, 

please contact us to provide this data.   

The right to object 

If you have an individual who objects to data held about them, you can change it via the 

administration side of the system in accordance with your policies. 

 

If you have someone objecting to the accuracy of the data, please contact our support team 

and we can help you assess this. 

Rights related to automated decision making including profiling 

For Kallidus 360 we believe this right is not applicable as Kallidus products do not perform 

profiling for decision-making purposes, using sensitive personal information. Kallidus 360 

allows for the collection and presentation of data, but not decision making. 
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Kallidus Talent 

The right to be informed  

You can author and publish a privacy policy within the Talent product.  This can be 

authored within the admin area of the system. 

 

 
 

The privacy policy is switched off by default and will not show to your users unless you 

publish it in the footer. If you are unable to see the footer, please contact our support team 

who will switch it on for you. 

 

Enter your privacy policy wording and select the checkbox at the bottom of the screen to 

publish. This will show in the footer of the product itself.   

 

Cookies 

 

Talent uses a special type of cookie called a ‘session’ cookie. This cookie holds a single 

piece of information that enables the server to identify you as you use the system. When 

you log out of the system, the cookie is automatically deleted. 

The right of access 

You can access an individual’s data by finding them in the system.  
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An administrator can have access all personal data stored in Talent. An individual would 

need to ask the administrator of the Talent system who could run reports to provide this 

data to an individual. 

The right to rectification 

If an individual contacts you to ask that you rectify their data, you will need to assess this 

in accordance with your data policies.   

 

If you deem data is to be rectified, the individual would need to contact the administrator 

of their Talent system who could change for them. 

The right to erasure 

As an administrator you can delete a person within the system.  To do this find the person 

and the select the Actions option.  You can select Delete person.   

 

Within Talent you will need to permanently delete a person.  To do this scroll to the bottom 

of the Everybody tab and select ‘Click to restore any people that have accidentally been 

deleted’.   

 

 
 

This shows a list of people who have been deleted.  Find the person who you wish to delete 

and select Permanently Delete.  This will delete them from the system.   

Implementing a data retention policy 

If you want to retain data for a specific length of time, we can help you facilitate this.   

 

To do this: 

 

● Contact our support team and request that we help you implement a data retention 

time period. 

● Outline your requirements - this may be to keep all data for a specified time period.  

Specify if you would like this run daily, monthly, etc. 

 

We will: 

 

• Test run this and let you know what might happen in the first deletion 

• If you are happy for us to proceed then we will implement this deletion on the 

schedule specified. 
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The right to restrict processing 

As described in the section above, an individual can ask for their data processing to be 

restricted. 

 

This can cover a wide range of possible requests and solutions depending on the exact 

nature of the request. Usually we would expect the Kallidus system administrator to be able 

to deal with the requests. Kallidus products have many features such as the ability to 

archive and restore data plus the capability to import and export data.  

 

If there are specific scenarios that you need to cover, please liaise with the Kallidus support 

team to find a solution. 

The right to data portability 

If an individual requires their data from the system, they can contact the administrator of 

their Talent system who will be able to produce a report for them in CSV format of any 

personal data that stored in the Talent system. 

The right to object 

If you have an individual who objects to data held about them, you can change it via the 

administration side of the system in accordance with your policies. 

 

If you have someone objecting to the accuracy of the data, please contact our support team 

and we can help you assess and action this request. 

Rights related to automated decision making including profiling 

Kallidus Talent does not make automated decisions therefore this right is not applicable. 
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7. Security  

Under GDPR you should make sure data is processed in a way that ensures appropriate 

security, including protection against any unauthorised or unlawful processing, loss, damage 

or destruction. 

ISO27001 

At Kallidus, we take our responsibility for the security and safety of customer data 

seriously. We strive to maintain and be measured against the highest international 

Information Security Management System (ISMS) standards possible, both within Kallidus and 

within our data centres. We are ISO27001:2013 accredited and our ISMS follows the 

ISO27001 risk-based methodology principle. Our scope includes the provision of all Kallidus 

services. We conduct ISMS training for staff to improve their information security awareness 

and encourage them to be pro-active in logging incidents that may have security relevance. 

Regular internal and external surveillance audits of our ISMS are carried out against the 

ISO27001 standard, and our overall ISMS process includes senior management review. 

Hosting 

Our data centre partners are leading UK providers of cloud services and are also accredited 

to ISO27001:2013. Monitoring of our data centres for performance and compliance is carried 

out through independent performance monitoring and annual verification of their ISO27001 

certificate, scope and statement of applicability.  

 

The data centres have all the mitigating controls required for providing a reliable and 

secure service and to minimise the likelihood of a large-scale disaster recovery scenario. 

These include: 

 

• Environmental monitoring with redundant cooling facilities 

• Redundant pathways for data to and within cabinets 

• Multiple telecoms providers for internet connectivity, running at no greater than 30% 

capacity per circuit for redundancy 

• Redundant pathways for power routing to and within cabinets 

• Uninterruptible power supplies and automatic failover to generators to manage long-

term power outages 

• Fire detection and suppression systems 

 

Our environment is architected to be highly available, both load-balanced and SQL 

clustered (where appropriate) to reduce the likelihood of local service failure interrupting 

operations.  
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Vulnerability Management 

Penetration testing of the application is carried out on a regular basis (at least annually) 

using a CREST-accredited independent security testing company. Any high or medium 

vulnerabilities found are added to the development or infrastructure backlog for resolution. 

Customer data separation is achieved using either separate SQL databases or using logical 

access control.  The hosted network is protected using network security groups and we 

operate a least-privilege-access basis for rules, only allowing network traffic that is 

required to provide the service. Patch management of servers follows a well-defined 

methodology. Data in transit is encrypted using TLS technology, and data is encrypted at 

rest using encrypted storage services (AES256). 

Data Protection 

All customer data is held within the EEA and Kallidus are registered with the Information 

Commissioner’s Office (reference Z8166828) under our data protection act obligations. 

Kallidus has never been reported to the ICO or had a notifiable data security breach, but as 

part of our security commitments we maintain an Information Security Incident Reporting 

and notification procedure and all incidents are logged and actions tracked to completion, 

with root cause analysis carried out to reduce recurrence. Segregation of duties is 

maintained by Kallidus when supporting and providing the service, and all Kallidus staff that 

have direct access to customer data have undergone BPSS clearance through an 

independent security-screening company. 

Business Continuity Planning 

Kallidus maintains a business continuity plan for our own operations – the BCP is reviewed 

annually, and non-disruptive elements of the plan are tested every 12 months. Lessons 

learned from tests are fed back into the plan as actions for improvement. Our BCP includes 

a business impact assessment and recovery plans for critical areas, and the plan includes 

consideration of both large-scale disasters and smaller, more-likely scenarios. Our BCP and 

the process is subject to external independent review as part of our ISO27001 accreditation. 

 

Our data centre partners also maintain, review and test their own business continuity plan 

for data centre operations – we review our partners’ ISO27001 Statement of Applicability 

(SOA) to ensure that relevant information backup controls are within scope. 

Backup Policy for Hosted Servers and Customer Data 

Through the use of a combination of leveraging SQL backups, server snapshots and data 

replication, Kallidus are able to provide a multi-tiered Recovery model which is 

comprehensive and ensures in the worst-case scenarios, data loss is kept to a minimum. 

 

• Where applicable, SQL transaction logs are backed up every 3 hours 

• Server snapshots are taken every 24 hours 

• All backup and storage data are either locally or geographically redundant (3 copies) 

to protect against the event of hardware failure. Backup data is retained for a 2-

week period 
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8. International Transfer 

The GDPR imposes restrictions on the transfer of personal data outside the European Union, 

to third countries or international organisations. 

 

These restrictions are in place to ensure that the level of protection of individuals afforded 

by the GDPR is not undermined. 

 

Kallidus Learn, Perform, 360 and Talent these are currently hosted on Microsoft Azure in 

the UK  

 

Kallidus Recruit is currently hosted by Amazon Web Services in the UK and EU. 

 

Kallidus, as an organisation, does not ship data outside of the EU. However, our customers 

can use our products from different locations outside the EU and would be able to transfer 

data to these locations (for example, a customer using our system in the US could view 

data, run a report and download data in the US). 

 

For clients who have users using the system outside the EU, ensure that an appropriate 

statement is included within the privacy policy to explain that a candidate’s data may be 

‘transferred outside the EU’. It is important to note that a user in a non-EU country just 

viewing data is considered a ‘transfer’. See article 49.1a for more information on this. 
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